Online Social Networks (OSNs) are quite popular platforms that have an environment where a person can contact to another person without restricting their locations. Users get in contact with each other via sharing contents of data such as videos, photos, messages, and events. Shared contents do not include always only the user's information, who uploads the content to OSNs, but also include other users' information. This type of data sharing might cause serious problems on other people's lives, the type of content is called co-owned data. Current OSNs do not have systems in which there is an enforcement system to make a balance between co-owned data sharing and protection of users' privacy. One way to make the balance is to use reputation systems on co-owned data sharing process in which OSNs' users could be punished or awarded based on their own actions on the co-owned data sharing process. In this work, we propose a reputation system where trust values, which exist between OSNs' users, are used as feedback values. The beta reputation system is used as a groundwork to develop the proposed work's models.
I. INTRODUCTION
Online social networks (OSNs) provide a digital environment for people to interact to each other regardless of their locations. The communication in OSNs is based on data sharing, users post data and other users give like, dislike, or share the shared contents to express their opinions. Users sometimes share contents of data, which include not only their own information on but also have other users' information on. That type of data sharing may cause privacy leakage, in such a case, users either become unfriend with the user who leaks their information or they quit in OSNs. Being unfriend might be considered as a way to punish other user since there is no punishment that is provided by current OSNs. There is also no way to reward users if they do not leak others' information. One way to provide rewarding need is to have reputation values on users in OSNs.
The reputation is an important information that might be used to decide whether interact or not to interact with a user in OSNs [1] . The idea behind developing reputation systems in OSNs is mainly to help OSNs' users to decide whom to trust, whom to be friend, whom to make their data available, and encourage OSNs users to respect other users' decisions on a data sharing process. Why is it important to build a reputation system for OSNs' users? In order to answer this question, it helps first to understand how users behave if the contents of their data are shared by other users without their permissions in OSNs. There are two way users behave, one is users quit from OSNs and the other is users become unfriend with the user, who misbehaves in OSNs, as a way to punish them. In order to encourage users keep their account in OSNs and persist friendship with other users, reputation systems are needed. Since, reputation systems seek to establish the shadow of the future to each interaction on data sharing process by creating an expectation that other people will look back on it. At an OSN, for instance, a user may have millions of friends and interact with them via data. User's friends might become unfriend with him if he misbehaves on their data, but his friends should be able to express their furiousness. Also, if the user behaves in a good way on others' data, then other users should be able to express their appreciativeness. In both ways, users behaviours will affect his future friendship actions, because, others users can decide to be/ not to be his friend or interact/ not interact with him by looking his reputation in the future. Our reputation model is grounded on the beta reputation system, which is defined in [2] . Our work aims to provide a way not to be quit from OSNs by punishing and rewarding a user based on the user's behaviours on data sharing process that includes their information on. In order to do that, the main questions of this work are as follows;
• How do users build their own reputation via sharing coowned data in OSNs? • What are the advantages of having reputation systems in OSNs?
II. RELATED WORK:REPUTATION IN ONLINE SOCIAL NETWORKS
Trust and reputation have been studied in different disciplines, such as psychology, sociology, philosophy and economy [3] , [4] . Trust is defined in sociology and psychology as a belief that appears between entities in which entities' honesty and reliability are built with their own direct experiences [5] . Reputation is measured with the collection of trustworthiness that is rated by other entities [6] . The common and simple examples to differentiate trust and reputation are "I trust you because of your good reputation"/ "I trust you despite your bad reputation" [6] . In real life, people make friends or business based on the trustworthiness. However, trust is not a subjective expression and it is difficult to be personalised in OSNs as it is in real life [7] . In other words, it is not easy task to quantify trust in OSNs.
According to Golbeck the definition of trust in OSNs is a factor that gives information about with whom people should share their information and from whom they should accept information [8] . Trust is the unwillingness to be vulnerable on the actions of users towards to each others in OSNs [9] . It is used either to confirm a user's identity or to ensure protection of information in OSNs [10] , [11] . Trust and reputation are used for evaluating an entity's trustworthiness, therefore trust and reputation systems provide a choice to select trusted services, entities, applications, users [?], [12] - [16] .
Trust based research studies are categorised into three classes by Sherchan et al. [13] , namely trust information collection, trust evaluation, and trust dissemination. In their work, users' interactions are the main criteria for evaluating the trust values between users, this sense implies that the more interactions they have with each other the more trust value they gain. Caverlee et al. [17] developed the SocialTrust to support tamper resilient trust establishment in OSNs with three social parameters which are the quality of the user relationships, user behaviour, and personalised feed-backs. They use the real life trust and reputation perception, meaning that if someone's reputation is bad, then they consider that user as untrusted user. Their claim is that users' bad behaviours affect their reputation, thereby malicious users can be realised by other users with their reputation.
A research study has been proposed recently in [18] , they use quantified trust value as an incentive value in which users are encouraged to be more considerate of other users' privacy when they intend to share a co-owned data. Rathore and Tripathy [19] proposed a trust based access control method that evaluates the trust values to define access conditions. In their work, trust value is assigned to users with their relationship classes; for example, if a user member of the family social group, then its trust value is assigned between 0.75 and 1, and a user can specify minimum trust level that another user needs to have to access his/her data. Another recent work has been done by Takalkar and Mahalle [20] , they extend Trustbook rules to make access control policies which are applicable for multi-role environment. The common point of those works is that trust values are assigned to the accessor.
Majority of works in the literature have not studied the trust in a quantified sense except Xu et al.' work [18] . Onr of the closest work to our proposed approach is done by Xu et al. [18] . There are some points in that work which need to be considered for using the trust and reputation values efficiently. First, they use Boolean decision values which do not represent the real life decision expressions. Second, they do not consider co-owners' opinions after taking decision on the data sensitivity value.
The aim of having the reputations systems is to have an opinion about a peer's future actions by looking at its past behaviours. It is fundamentally collects peers' experiences about peers and brings the possibility of detecting improper peers [1] , [21] - [24] . In order to build the reputation models, feedback of other peers about a specific peer is used as an utility function, which reflects the satisfaction of a peer experiences after using a service or consuming a product [25] . There are few studies, which has pointed the usage of the reputation in different concepts for social networks [26] , [27] .
III. PRELIMINARIES
• Owner: It represents the user who uploads the content that includes other users information on it. • Co-owner: It represents users whose information is included on the content that was uploaded by a user in OSNs. • Trust: It is a number that ranges in [0,1]. It is a bidirectional variable. Each user has a trust value in other users when he becomes friends with them, and vice versa. The value of the trust is not fixed value, it changes based on users's behaviours on the data sharing, which refers other users' information. • Feedback: It is considered that trust loss and trust gain values are sort of feedback values, therefore, trust loss is used as a negative feedback and trust gain is used as a positive feedback value. This value can not be seen by users, it is stored by OSN system. • Reputation: It is a general value that is visible by any user, who is member of OSN. It is calculated with trust loss and trust gain values. • Co-owned data: If a content of data does not include only one user's information on itself, then it is called co-owned data. In other words, the content needs be controlled by multiple users.
IV. THE PROPOSED MODEL
Sharing information is an important part of life, the difficult part of the sharing process is to decide to share data with whom [28] . Because, sometimes shared information could cause profound impacts on other people's lives. In such a case people lose trust in other person who affects their life in a bad way. In this work, we assume that users have trust values in each other in OSNs and the trust values go up or down based on their actions on co-owned data sharing processes in OSNs. In other words, after each co-owned data sharing process is completed, each co-owner loses or gains trust in owner. Losing trust in a user points that the decision that was taken by the user was against to the co-owners' decisions on the data sharing process. On the other hand, gaining trust in a user shows the case that the user's decision was coherent to the co-owners' decision on the data sharing process. Therefore, trust values can be considered as feedback similar to work in [2] . The trust gain value is considered as a satisfaction, which is considered the representation of the positive feedback while trust lose value is the representation of the dissatisfaction and thought as a negative feedback. The purpose of having trust values as a feedback value is to indicate the point that an owner's punishment or reward in a data sharing process for example the owner respects co-owners' group decision and it shows that the data sharing process is completed with the satisfaction. Figure 1 gives a view to represent trust values among users in OSNs. When a user becomes friend with another user in ONSs, the relationship between these two users appears. In the figure, dashed lines between users represent the relationship. When users become friends with each other, trust values are automatically assigned by the system (OSNs). For instance, T C −A is the presentation of User C's trust in User A and T A−C shows User A's trust in User C. Parameter v is the representation feedback in [2] , in this work, co-owners' trust gain T g and trust loss T l in owner are feedback values. For instance, if co-owners lose trust in owner' then the value of v is trust loss T l (negative), if not then it is trust gain T g . The ranges of the variables' values of the model are given in Table I . The table represents the similarities of the reputation system's variables and the proposed work's variables on the reputation values [2] . A general model to calculate the reputation rating of a user in social networks area is defined by [2] . The reputation value of a user is calculated by collecting other users' feedback on the user, for instance, if a user was satisfied by another user's action on a buying and selling process, then hi gives a positive feedback about the user. While users express their unhappiness with negative feedback, which is defined dissatisfaction variable in [2] .
Equation 1 is the model, in which the variables are adjusted with this work's scenario's variable, to calculate the reputation value of owner in OSNs.
Sd is the data sensitivity value, it is used as weight, since, the data sensitivity value is the expression of co-owners' opinion on the data security features. c co o shows satisfaction value of a co-owner's in owner, d co o similarly indicates dissatisfaction value of a co-owner's in owner.
Model 2 is representation of a normalised form of Model 1 with satisfaction c and dissatisfaction d, respectively. c ∈ [0,1] and d ∈ [-1,0]. The trust value can have the highest value T g 1 when all data security features are selected by co-owners as worrisome properties, while it carries the minimum value T l -1 when none of the data security features are selected by co-owners.
We also present the behaviour of Equation 1 with changing and fixing its variables on the following figures. , it is a function of the number of co-owners n for the data sensitivity value S d =0, S d =0.1, S d =0.2, S d =0.3,..., S d =0.9. The data sensitivity value 1 is out of the calculation in the case, this is because if S d is 1, then the trust gain value can not be taken into the consideration. Because it is the case that shows all co-owners are worried about their data's all security features.
Fig. 3. Reputation evaluation with varying the data sensitivity value when there is no trust loss value
It can be clearly seen that the reputation value remains 0 when the data sensitivity value is 0, whereas, it increases rapidly when the data sensitivity value gets higher value. Figure 4 indicates the changes on the reputation model with Equation 4 , it is a function of the number of co-owners n for the data sensitivity value
The data sensitivity value 0 is out of the calculation in the case, this is because if S d is 0, then the trust loss value is out since all co-owners are not worried about all the data security features. What is striking in Figure 4 is the rapid decrease on the reputation value when the data sensitivity value approaches 1. It is explicitly seen that the changes on the reputation value is more stable when the data sensitivity value is fixed rather than the trust values. Figure 3, Figure 4 , and Figure 5 are just representations of the evaluations of the models. The most important feature of those figures is that if the number of co-owners increases, then the changes on the figure go up. Figure 6 shows the fluctuations on the reputation when the data sensitivity has the high value and there is no trust gain value. In such a case, the reputation rating is decreased. Figure  7 indicates the changes on the reputation evaluation when the data sensitivity ranges in [0,1] and there is only trust gain value. In this case, the reputation rating is increased. This section shows the combination of the reputation update cases with the decision cases. Table II indicates the conditions and cases for defining whether owner's reputation value is updated. As it can be seen on the table owner's reputation changes based on his action on the data sharing. If owner makes a decision to share the data that is congruent to co-owners' group decision, then the reputation value is increased. In contrast, if owner makes a decision to share the data that is against to co-owners' group decision, the the reputation value is decreased. In other cases and conditions, the reputation value remains.
Each OSNs' member has a reputation value that is defined in below boxes. Updating conditions for a member's reputation are given on Table II . In this work, we focus more the reputation changes when the content of data is co-owned, therefore, the member whose reputation is updated is owner of the content. In this work, we aim to build and implement a reputation system by using the beta reputation system ground. In order to present the applicability of the proposed reputation system, we developed Trusty network. In this section, we now present a discussion of the advantages of having reputation systems in OSNs.
The main attractive point of many online platforms is that they provide an environment in which people can have social interactions via sharing data. Users sometimes act in a particular manner to insult other users [29] , for instance, users may leak other users' privacy intentionally. These types of behaviours may cause inappropriate actions in OSNs, some users may quit their accounts because of the offensive behaviours. Therefore, it is a need to develop a system, which could use punishment when users behave offensively. It is not only about the bad behaviours but also good users, who do not treat other users inappropriately, do not have any reward systems. One way to reward and punish users based on their behaviours is to have reputation systems in OSNs. If a user behaves in a good way, then the user will be rewarded by the system. Otherwise, he will be punished by the system on his reputation.
One way to decide whether users' behaviours are good or bad is co-owned data sharing process in OSNs. For instance, a user has a content of data, which has other users' information on, and wants to share it by asking other users' opinions on data sharing. We call the user with owner who upload the content, and users whose information is included on the data, are co-owners. Owner asks co-owners opinions on the sharing process, then he finalises the decision by either respecting coowners' decisions or ignoring their opinions on the sharing process. If the owner respects the co-owners' opinions, then his behaviour is considered as a good behaviour. If he does not respect the group's decision, which was made by co-owners, then his behaviour is considered as a bad behaviour.
With the developed reputation system in OSNs, users can see other users' reputation value, which might help users to decide to be friend, interact, or trust to other user.
Users sometimes may disable their posts and that might make other users to think that the person does not have any bad behaviours or offensive shared contents since there is no evidence. Another benefit of having reputation systems in OSNs could be in this possible scenario, because, even if the user hides his posts, his reputation value can show whether the user is bad or good user. The reputation value can be used as a convincing indicator in OSNs. In short, the reputation value of OSNs' members can reflect different type of users' behaviours not only in the case of making balance between co-owned data sharing and protecting other members' privacy.
VII. CONCLUSION
Online Social Networks have become part of people daily life, they are a way for users to show themselves, connect to others, and share information with each other. Users sometimes share contents of data, which does not have only their information on, this type of data sharing may cause serious problems in others lives, or they may not be happy to see that their content is accessible by unwanted viewers. People may quit their accounts from OSNs or become unfriend with the user, who shares the content. OSNs need to use a way to keep users' accounts and also keep the friendship that exist between users. The system needs to have penalty and reward approaches that can make users satisfied end of all data sharing process, which is not related to only one user. To do so, OSNs need reputation systems to protect users information on especially co-owned data sharing process.
This work reveals a reputation system in which users' trust loss and trust gain values are used as feedback values to calculate the reputation value of a user. A user's reputation is changed based on the user's actions on co-owned data sharing processes. In other words, if a user shares a content, which has other users information on, then the users needs other users' expressions on the sharing process. Other users' trust in the user, who shares the content, either increase or decrease at the end of process. The trust values are used as negative or positive feedback values, if the trust value decreases the it is considered as negative feedback otherwise it is considered as positive feedback.
